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Automation	  

Automation	  
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Enterprise	  Security	  	  

Bio-‐Inspired	  Tactical	  	  
Infrastructure	  Protection	  

Intelligent	  Traffic	  Management	  and	  
Critical	  Infrastructure	  Protection	  



Autonomic	  	  
Defense	  Infrastructures	  
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Benefits	  
•  The	  application	  of	  policy	  to	  regulate	  

agent	  and	  system	  behavior	  makes	  
interaction	  as	  natural	  and	  effective	  as	  
possible,	  while	  providing	  assurance	  that	  
security	  and	  other	  important	  operational	  
concerns	  are	  fully	  respected.	  
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Benefits	  
•  Data	  sources	  and	  data	  management	  

infrastructure	  are	  securely	  housed	  as	  
part	  of	  IHMC-‐Ocala’s	  Cyber	  Security	  	  
testbed	  facility,	  and	  supports	  distributed	  
evaluation	  and	  experimentation	  to	  
IHMC-‐Pensacola	  and	  potentially	  other	  
sites.	   Cyber	  Defense	  Laboratory	  facilities	  at	  

IHMC-‐Ocala	  
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Benefits 
•  Distributed policy learning 

and adaptation	  provides a key	  
capability	  for	  the	  realization	  multi-‐
agent	  software	  systems	  that	  keep	  
the	  human	  in	  the	  loop,	  and	  in	  
control,	  while	  allowing	  for	  
automatic	  or	  semi-‐automatic	  
adaptation.	  	  
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Benefits	  
•  The	  techniques	  used	  to	  present	  data	  will	  

enable	  operators	  to	  discover	  anomalies	  and	  
key	  data	  relationships.	  

•  Innovative	  processing	  techniques	  allow	  
visualizations	  to	  answer	  a	  number	  of	  
different	  questions	  while	  accessing	  
underlying	  data	  only	  once.	  

•  Visual	  display	  of	  group	  problem	  solving	  
behavior	  promotes	  greater	  team	  efficiency.	  
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Thank	  you!	  
	  
Marco	  Carvalho	  
Research	  Scientist	  
mcarvalho@ihmc.us	  	  	  	  	  	  
(850)	  202-‐4446	  
	  
Institute	  for	  Human	  and	  Machine	  Cognition	  
15	  SE	  Osceola	  Ave.	  
Ocala,	  FL.	  	  	  	  
	  
www.ihmc.us	  
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